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(54) SYSTEM FOR HIDING IN AUTHENTICATION INFORMATION IS IMAGE AND IMAGE 
AUTHENTICATION SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a new system capable of 
supplying authentication information in a form which is inseparable 
from an image data. 

SOLUTION: An image is halved and authentication information to hide 
in one image is obtained from the other image itself. Objective image 
data photographed by a digital camera is divided into an area D1 for 
generating a hush value and an area D2 for hiding a hush value H. A 
digest-calculating part calculates H from data of D1 and ciphers it by a 
secret key different for each digital camera, etc., to hide D2, hiding can 
be executed by operating a pixel value in a real space or a frequency 
space to a degree of not being recognized visually. In D2, additional 
information such as a time stamp, positional information of GPS can be 
hidden before hiding data from D1 . 
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□ 7?PB,. PB 2 (±«?!li.(f3X3BlSiOJ:3lcagc<73 
HSWtfltekLTSEfcLTfcinL. lB*£ie?-fe 

/u-yu-y^kjeftt-iikfsmfiT**. Kftfie 

?-fc./U • 7u-v9\£m^Wm?:^iLX^Z>cr>X\ Zixh 

h SKfcSGfli Lfc timt&Zt ii^X'h ho ( H 5 
(a) ) . 

[ 0 0 4 5 ] tfU : Ji-)Vmmzti»h ¥?-t)l> • 7o -y 

■? cr><m.timm (to Tfe4*&*#i4. *-$\ 

cOb'^-fe/l- • yo-y^^^ttfflJrJtKL. -tf^lR. P 

b ! <nw&m?rt>ifi p b 2 o^iiffi cto^^sv^k-ri,. 

• -xw, 9 ^ mmmizM-th^-?" i- 

<0*fr^H{=»fc LT v%i>coT\ ift^.c7)7'o -y 9 com 

/ &.mcr>xixmx.'nhfi^. f—^^m-t^m. pb 

i<0Wtt«3W**v^d*^»i-r-^" 1" ThhtWiiM 
MiJ* 5 gtf>TV^£7)T\ -r— ^" 1" * J ttt±S$ft-S. 
[0046] — ^r. ^ y >?-t-;U;-r— ^" 0 " ?rll^^ 
XWI-Mz&tfhVmiiV ■ 7n-y?cDm 
W&nmiktf* SSafflBlJtiJftSx-^" 0" <0jftfrSr 
jJtfcS^rV^T. b^-fe;W- 7'a -y ^<0«rttfl[*Ail» 

;<ofttti«*^f-^" o" ^'»aj$ix4. 

[0 04 7] .TiOj; 3CPBCT'(i. Bf<f><7):ft^t & 
4'tff8?:l®^v^-r.i.«Otc+^- : S:^b'^-b;L' • 7*0 -y^ 
€.aBW-*-5. *-LT»jR£iufc-«Otf$'-te/U 

• 7*o -y ^ k -tfttRft^S b"i? -fe/U ■ 7'Q -y ^ 
iffSikfciO. ZL<?y<T(?394i:&&t&. -tLT-. 

m<n%mtp hm« t-ps^v^^k b- -y v ^i^m 
tv-><. 

[0048] ciwyija. ssi wasiswtijJtittJDa?^ 

WtLT±ffi«ffil*flrt-ifc3!^i^.<i4*' , i^ ^^-SL 
*0« (i'-K) 3&»fe«±S*t4J»Haj8a?iJ*«,k«:» 
£-TI> i k fc t> *>5 A^TtgT£>.5» . 

[0049] »aiB#tc(±. A^f^ y^mtrntyv-y 
m-fr*? ^m-tt^mmmRUz^x 1 b-y h-r^m 

[005 0] ^rfe. PBCfciiV^, ii^a^fiBti, 

Ba&tfrtffiwsta^TBuei-aotfjiFiL^. fSr 



(7) 
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n^it^nmthfzMz, mane <±») ^mtt 

[0051] ^, «rtttto!£#/h3 fWf . Aix#i 

(TIB) riSttTfct, 1*ttfi<0ii*«-t<0lSWBJlT-C* 

[00 52] CiliaO*— ^tS^4^TfcJ±Mfc« 

h'-yMffS^^OLT, <K0^7£H*fcB'^-*- 
4. 

[00 53] [ 7"o -y 9 <rm tt«] «tt«k LT . 
-fe/l^ • 7'o . y 1 <W*tttBi-r4ifiRtf 2<W*tt(c||| 

tt & mfecommm t-thzkh ^imx-h & . — *mc „ i 

W$&l±M*th 20£7)b°^-fe;U ■ 7"0-yi7tCfcV>T« 



[0 0 54 3 

[SMI] ;*)J:3t*»fSt:J:iHf. fS!EflHRi£5«T 

LTJ3<^S*^V^ iWi^BSEflBROBUi** 

[02] alElQSWttJJtSx^yU- 

[03] *5Utffl!fc:tJttsa«<0HHHgiES'X-rAO 

[04] *m&mi,z&ii&wm(7)m--mmi'X7-^<D 
-fu y?mx-foh. 

[05] PBCSfflV^f-^^Wf^ ^Wftiii 

[«F^>SJt9I] 
2 1 ■ ■ • 
2 2- • -CCD 
2 3 • • • <g-*«ra» 

2 4 • • ■ m&ftmu 

2 5- • • yvf v^gp 
2 6 • • ■ IRtt^Affi 

2 7 • • ■ a^saasp 
2 s • • • leusp 

2 9 • • • ^yx^htttWU 

3 0 • ■ ■ Bre£gtffi 
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